In recent years, following the development of space commutation, space information has become a critical part in space information network and will play a very significant role in winning future information war. A space information network with characteristics such as complex structure, special communication requirement, long delay, dependence on remote maintenance, and fragile ecological environment contains enormous security risks. Therefore, ensuring space information network safety is important. Intrusion-detection model as an important part of a network security system becomes a hot issue in space network security. We propose an intrusion-detection method that integrates anomaly with misuse, which supports automatic updates from a remote ground, and design a distributed intrusion-detection model of space information network. 
Introduction
Space information network uses communication satellites as relay stations and supports network interconnection of inter-satellite links and information communication [1] . Characteristics such as complex structure, special communication requirement, long delay, dependence on remote maintenance, and fragile ecological environment, when present, mean that the space information network has serious safety concerns. Therefore, ensuring safety of the space information network as much as possible is a key issue [2] [3] [4] .
Intrusion detection [5] [6] [7] is a method of detecting behavior or activity that violates the security policy or endangers the safety of a system by examining the audit data in the operating system or the information of network packets. Intrusion detection includes anomaly and misuse detections. Anomaly detection [8, 9] determines whether the behavior characteristics of
Intrusion-detection model integrating anomaly with misuse for space information network
a system or users are abnormal based on modeling the statistical characteristics. The key features involve automatically producing rules of packets, detecting unknown attacks, high false positive and false negative rates, and high cost in terms of time.
Misuse detection [10, 11] searches for attack behavior that attempts to use these system faults based on the knowledge base of the intrusion-detection system Some research studies on intrusion-detection system are conducted at present, which combines WKHVH WZR WHFKQRORJLHV LQ WKH ¿HOG VXFK DV ,6$,'6 [12] and MAIDS [13] . Studies prove that these intrusion- 
Anomaly detection based on transmission GHOD\ DQG ÀRZ
A space information network contains certain features such as limited computing power, limited energy, and high transmission delay. Hackers usually take advantage of these features to create transmission abnormality and to consume computing power and bandwidth.
The DDoS (Distributed Denial-of-Service), which makes a system consumes many resources and even breakdown, is an act in which a system is denied to serve its legitimate users and destroys normal system operation. DDoS can be divided into two types, namely, service overload and information flow. A large amount of service requests increases the loads of target nodes of the CPU and makes the target system consume a large amount of resources to respond to these requests. DDoS causes higher transmission delay, and in an extreme case, can make interrupt the service.
According to the anomaly detection of the transmission delay and flow, a system can detect a
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security warning for DDoS. This method may cause false alarm in some situations. However, in this condition, only the local links suffer abnormalities in terms of flow and transmission delays, although DDoS might create more effects. Therefore, we can reduce the false warning rate by joint inspection of the alarm data from multiple testing subjects. 
Anomaly detection based on authentication header

Misuse detection based on malicious code
Malicious code is a typical information attack that can control a satellite system by embedding a deliberate malicious code in the operating system of a satellite- 
Anomaly detection based on the number of connection failure in unit time
In a space information network, because of the introduction of security authentication system, hackers would resort to some actions to penetrate the system, obtain illegal permission, and steal or distort the data. In other words, similar to almost all attacks, penetrating the system and gaining illegal permission are essential prerequisites for attacks.
Brute force is widely used in attacking a system. 
Design of intrusion-detection system
Owing to the long-distance distributed structure with long distance of a space information network, the intrusion-detection system is composed of an intrusion-detection agent and an intrusion-detection processing module.
Intrusion-detection agent
The diagram of the functional component of an intrusion-detection agent is shown in Fig.1 . 
Intrusion-detection processing module
The diagram of the functional component of the intrusion-detection processing module is shown in 
Design of anomaly-detection structure based on protocol header information
For the anomaly detection based on telegram information, this paper shows the detailed design and the process in Fig.3 . 
Conclusion
Space information network, as a support component of space technologies, has been widely studied. 
